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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web

server (http://ipr.etsi.org).
Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee

can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword
This Group Specification (GS) has been produced by ETSI Industry Specification (ISG) Open Smart Grid (OSG).

With nearly 3 million OSGP compatible smart meters and other devices already installed in Europe, OSGP has become
adefacto standard for smart meters and smart grid infrastructure communications in Europe. In addition, over

30 million more electricity meters already installed in Europe are using the same power line communications
technology as used by OSGP.

Consistent with the general European objective to create European standards that will enable interoperability of smart
grid devices including electricity meters, which can then improve the means by which customers' awareness of actual
consumption can be raised in order to alow timely adaptation to their demands (commonly referred to as 'smart
metering’), the Energy Services Network Association (ESNA), a non-profit corporation under Dutch law is partnering
with utilities, manufacturers, system integrators and other interested parties to obtain their support for the promotion
and adoption of OSGP as a European specification for smart grid communications to benefit utilities, their customers,
and suppliers. By using ETSI's | SG process, the needs and objectives for OSGP can be obtained.
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1 Scope

Thisisacompanion specification of TS 103 908 [i.4] for BPSK Narrow Band Power Line Channel for Smart Grid
Applications and EN 14908 [1] which defines a representation oriented model of a smart-grid device, and specifies an
application level communication protocol on top of EN 14908: the Open Smart Grid Protocol (OSGP). OSGP is
designed to support the communication requirements between a large scale deployment of such smart-grid devices and
utility supplier or suppliers for the purposes of data collection, primarily for billing purposes by the utility or utilities
involved, but including the provision of usage information to the consumer and the control of the consumer's use of
utility servicesin the event of shortage of supply on the part of the utility or transport providers or insufficient payment
by the consumer for utility services already supplied.

A typical mass deployment of metering and data collection based on EN 14908 and OSGP will include:

. Data concentrators: servers designed to store the collected data, and optionally to initiate control commands to
the smart grid devices.

. Communication proxies. these smart routers form a routing infrastructure for EN 14908 in order to support
communications between the Data concentrator and a very large number of smart-grid devices. Typical
functions of this layer may include source routing of EN 14908 packets and local management of
retransmissions, and offloading the Data concentrator from many networking tasks which would become too
resource intensive if implemented in a central node and are now distributed among communication proxies.
The communication proxy layer typically aso implements route diversity. The layer of communication proxies
responsible for direct communication with smart-grid devices consists of hodes called, in the present
document, Proxy agents.

. OSGP Smart grid devices. Smart grid devices act as proxy targets, communicating with Proxy agents using
OSGP application level messages transported by EN 14908-1 [1], which carry data representations also
defined in the present document.

The scope of OSGP is the communication protocol between smart grid devices (proxy targets, which are called "OSGP
devices' or smply "devices" in the rest of the present document) and Proxy agents. Any EN 14908 proxy layer
architecture may be used with OSGP, as long as the Proxy agents comply with the normative clauses of the present
document.

Metrological and EMC considerations are not specified in the present document.

2 References

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
reference document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.
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2.1 Normative references
The following referenced documents are necessary for the application of the present document.
[1] BS EN 14908-1:2005: "Open data communication in building automation, controls and building
management. Building network protocol. Protocol stack".
[2] BS EN 13757-2:2004: "Communication systems for remote reading of meters. Physical and link
layer”.
[3] BS EN 13757-3:2004: "Communications systems for and remote reading of meters. Dedicated
application layer".
2.2 Informative references

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] I SO/IEC 646:1991: "Information technology - 1SO 7-bit coded character set for information
interchange”.
[i.2] SO 8859/1 (or ECMA-94): "Information technology - 8-bit single-byte coded graphic character

sets - Part 1: Latin alphabet No. 1".

[i.3] |EC 61000-4-7: " Electromagnetic compatibility (EMC) - Part 4-7: Testing and measurement
techniques - General guide on harmonics and interharmonics measurements and instrumentation,
for power supply systems and equipment connected thereto”.

[i.4] ETSI TS 103 908: "PowerLine Telecommunications (PLT); BPSK Narrow Band Power Line
Channel for Smart Metering Applications [CEN EN 14908-3:2006, modified]".

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:

active ener gy/power : measure of active power expended over time (resistive load)

authentication: process where data is validated to be current and to have come from the expected source
Base Encryption Key (BEK): 128 bit key derived from the OMA Key for the purpose of OSGP encryption

Billing Interface Definition Number (BIDN): identifier used to identify billing-related datain OSGP device logs, see
table EP 32 in annex D

bootrom: that part of the OSGP device firmware which is fixed and cannot be changed over the network

broadcast: message directed at all of the network population. In OSGP systems, only the data concentrator initiates
broadcast messages

NOTE: OSGP devices may repeat a broadcast message.

ciphertext: output of encrypting plaintext
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clone domain: when anode s configured in the clone domain, its node number has the most significant bit set to zero

NOTE 1: Thisalows the node to receive messages that are sent by a node with the same domain, subnet and node
number as the clone domain node. In EN 14908-1 [1] addressing there can be up to 255 subnets and 127
nodes/subnet, so the high order bit of the node number byte is free for this special use.

NOTE 2: Normally, packets from the same domain, subnet and node as your own are rejected: in the Clone domain
case, thisis bypassed.

cycle count: cycle count is the maximum number of packet cyclesto randomize access to the link over

NOTE: So, if the cycle count is 4, the responder generates a random number between 0 and 3, multiplies the
result by the packet cycle width (see below in definitions) and then waits that 1ong before responding to

the message.

Data Concentrator (DC): server which supervises electrical utility OSGP devices and other devices

device (or OSGP device): device which implements the OSGP protocol

Daylight Saving Time (DST): adjustment from solar time to provide longer evenings during summer months
digest: 8-byte data block computed using the OSGP digest algorithm

NOTE: (seeannex E (normative):
OSGP OMA Digest Algorithm) along with the Open Media Authentication Key. The digest accounts for
both message data and sequence number (Reference ID).

dip: measured quantity detected at alevel below a defined threshold

encryption: process where data is converted to aformat that can only be understood by someone sharing the key used
by the source

energy: summation of power over time

Fast Commission Message (FCM): specific message type used for PLC traffic optimization during initial
commissioning of an OSGP device

group I D: mechanism for selecting a subset of devices to process a broadcast message
in phase: phase angle between two sine wavesis 0 degrees

Interface Change Alarm (ICA): modifying some device tables or calling some device procedures described in the
present document may cause the device's interface definition to change, the dimensions of some OSGP device tables
may change and the Interface Change Alarm in BT03 will be logged

NOTE: Attemptsto read or write some device tables will not succeed until the alarm has been cleared. Tables
affected by the Interface Change Alarm in this manner are marked with the ICA NACK attribute
throughout the present document. Tables and procedures that may cause the Interface Change Alarm to be
triggered are marked with the ICA SRC attribute throughout the present document.

load profile: recording of one or more pieces of data at specified intervals
M-Bus: protocol developed for networking and remote reading of utility meters

NOTE: The M-Bus capabilitiesin the OSGP device according to the present document can discover and query up
to four M-Bus devices, such as gas, water, or heat meters. The OSGP device stores the consumption data
collected from the M-Bus devices along with any alarm or status messages.

M-Bus Auto-discovery: process by which the device polls the M-Bus network for new and previously commissioned
devices

NOTE: Newly discovered devices are added to the commissioned device list for regular polling, up to a
maximum of four devices.

M-Bus Data Type (MDT): mapping a of M-bus Data Record Header (DRH) definition to a 5-bit ordinal.
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M ultipur pose Expansion Port (M EP): physical interface through which further network devices can be added to the
utility OSGP device

NOTE: A MEP deviceisadevicethat connects to the OSGP device using the MEP port to access OSGP device
tables and run OSGP device procedures.

multicast: message directed at a subset of the network population

Non-Volatile Memory (NVM): generic term used to refer to memory that retains its values across power cyclesand, in
the present document, used to store device data.

Non-Volatile Memory size (NVM (s)): number of bytes of non-volatile memory
NOTE: Thetotal number of 1K blocks of NVM isavailablein ETO4.

Open Media Access Key (OMAK): 96-bit key used for messages between utility meters and data concentrators having
accessto all procedures and tables unless limited during production to prevent access to features such as calibration
data, manufacturer's identification information, writing of register data and keys, etc.

NOTE: The default OSGP 128 key used for application level content protection and encryption is derived from
OMAK, and may be changed using the key change procedure EP20.

one-time-read: method by which an electric OSGP device performs a snapshot of pertinent registers along with a
timestamp

packet cycle: packet cycleisthetimein milliseconds that it takes to transmit a packet of average length where average
isfor that network/messaging pattern

NOTE: Packet cycle width isusually expressed in tens of milliseconds, e.g. a packet cycle width of 20 means
200 ms.

Pending Event Descriptor (PED): Pending Event Descriptor contains the activation type and time of a pending table
NOTE: Itisdefinedin BTO4.

phase alignment: addition of inductance or capacitance to current or voltage measurement channels to reduce or
eliminate phase angle errors and consequent power measurement errors

Pending Event Description (PED): description of the event that causes a pending table to be activated

phase loss. absence of an electrical phase or the reduction of an electrical phase below the declared voltage by
predefined percentage

Plaintext: non-encrypted data (ascii or binary) input to encryption algorithm to produce ciphertext
Point to Point (P2P): direct communication between two devices

Power Line Communication (PLC): communication using the existing power distribution network
power factor: active power divided by apparent power and lies within therange-1to 1

Program ID (PID): identifier for a given interface version implemented by the OSGP device firmware

NOTE: A change of Program ID signals a potential interface definition change. The program ID needsto be
universally unique per firmware version and per OSGP device interface.

RC4: stream encryption algorithm that uses XOR on the data stream
reactive ener gy/power: energy aternately stored and released by inductors and/or capacitors (reactive load)

reverse (export) energy: energy delivered by the customer to the utility and often considered atamper condition if the
user is not legitimately supplying energy (e.g. solar power) to the utility

Real Time Clock (RTC): device functionality that maintains a complete clock-calendar with one-second resolution

self-read: method by which a device performs a snapshot of pertinent registers along with atimestamp

ETSI



16 ETSI GS OSG 001 V1.1.1 (2012-01)

swell: measured quantity detected at alevel above a defined threshold
tariff: published list of rate schedules and terms and conditions, or the particular schedule in effect at a given time

Telegram: single response message from a M-Bus slave device containing billing data and other information complete
billing information from a single M-Bus slave device potentially requiring more than one telegram

Tier: time at which at changes are made between tariffs

Tilt Switch: gravity operated switch that opens or closes based on its attitude relative to the ground or by inertial
movement

Time-of-Use metering (TOU): metering that records metered quantities based on atime schedule (time of day, day of
the week, month and season) allowing the utility to track energy usage over time as well as for billing purposes
potentially including one or more tariffs

Value Control Identifier (VCI): identifier to indicate which entity has primary control over the value of a particular
field including, for example, whether it is afixed value, or that its value can be configured in the OSGP device

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AC Alternating Current

ADD Automated Device Discovery

APDU Application Protocol Data Unit
ASCII American Standard Code for Information I nterchange
ATM Automated Topology Management
BCD Binary Code Decimal

BEK Base Encryption Key

BIDN Billing Interface Definition Number
BOOL Boolean

BP Basic Procedure

BPSK Binary Phase Shift Keyed

BRKI Break Interrupt

BT Basic Table

CRC Cyclic Redundancy Check

CRC/ID Cyclic Redundancydbvc Check/Identification
CcT Current Transformer

CTIVT Current Transformer/V oltage Transformer
DC Data Concentrator

DD Discovery Domain

DRH Data Record Header

DST Daylight Saving Time

ELON Echelon

EMC Electro-Magnetic Compatibility

EN European Norm

EQI End of Interval

EP Extended Procedure

ESNA Energy Services Network Association
ET Extended Table

FCM Fast Commission Message

HW Hardware

ICA Interface Change Alarm

ICASRC Interface Change Alarm Source

ICS Interface Compatibility Settings

IDT Interface Definition

10 Input/Output

ISSS Invalid Service Sequence State

ITHD Current Total Harmonic Distortion
KYZ Kilowatt Hour (KWH) Pulse Input
LED Light Emitting Diode
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LP Load Profile
LPO Load Profile Options
LSB Least Significant Byte
LSV Load Side Voltage
MDT M-Bus Data Type
MDTT M-Bus Data Type Table
MEA MEP Expansion Architecture
MEP Multipurpose Expansion Port
MFG Manufacturing
MP MEP
MSB Most Significant Byte
NAK Negative Acknowledgement
NES Networked Energy Services
NI Non-Integer
NID Node Identification
NIH Node ID Hashes
NMI Non-Maskable I nterrupt
NV Non-Volatile
NVM Non-Volatile Memory
NVRAM Non-Volatile Random Access Memory
OMA Open Media Access
OMAK Open Media Access Key
OSGP Open Smart Grid Protocol
OTR Other
PA Phase AnglePED Pending Event Descriptor
PID Program ID
PK Provisioning Key
PLC Power Line Communication
PROC Procedure I dentifier
PSN Procedure Sequence Number
RAM Random Access Memory
RCD Record
RDATE Recurring Date
RMS Root Mean Square
ROM Read-Only Memory
RTC Real Time Clock
SEQ Request Sequence Number SSI Signal Strength Indicator
SW Software
THD Total Harmonic Distortion
TOU Time-of-Use metering
UART Universal Asynchronous Receiver/Transmitter
UOM Unit of Measure
UTC Universal Time Coordinated
VA Apparent Power
VAR Reactive Power
VATHD Apparent Power Total Harmonic Distortion
VA-THD Apparent Power Total Harmonic DistortionVCl Value Control Identifier
VT Voltage Transformer
VTHD Voltage Total Harmonic Distortion
XOR Exclusive OR
4 OSGP operation overview

This clause illustrates how a data concentrator can leverage OSGP to read or write a value in an OSGP device.

In Figure 1, a data concentrator issues a Table Read Request (see clause 9 Basic OSGP services) targeted to a specific
OSGP device, identified by its subnet/node or Unique Node ID. For a compl ete reference of available OSGP application
primitives, including the Table Read Request see clause 9 Basic OSGP services.
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The Table Read Request isfirst sent to the optional proxy repeater layer, via the appropriate proxy source (Message 1).
The proxy source is a standard EN 14908-1 [1] node, identified by its own subnet and node ID, acting as EN 14908
router. The proxy source is the originator of the message and is responsible for encoding the optional proxy layer
routing information into the packet. The encodings are a path of repeaters |eading to the proxy agent who strips off the
final path encoding and sends the packet to the final destination (the proxy target) as a standard EN 14908 message. The
proxy source, using topology based routing tables internal to the routing layer, tunnels the read request to the
appropriate next hop proxy (2a, 2b), until the Read Request reaches the designated proxy agent which will deliver the
read request to the OSGP device using the OSGP protocol. Each proxy takes care of message retransmissions to the
next hop.

Optional proxy repreater layer m

(not in scope of OSGP) Proxy
agent

Proxy Proxy

repeater agent

[6ee)

_2b, 3 s
> 4
2a Proxy a Proxy Proxy
repeater repeater
Proxy - Proxy 5b agent
source [= repeater /
Proxy Proxy Proxy
repeater repeater agent

o0

Proxy Proxy
repeater agent
Proxy
agent

[N

Figure 1. OSGP operation overview

Message 3 is delivered by the last hop proxy repeater to the OSGP device. Message 3 is a standard EN 14908 APDU,
delivered to the target OSGP device identified by its Unique Node ID or subnet/node.

Compared to standard EN 14908 operation however, the OSGP protocol uses purely master/slave communications,
always initiated, on any given channel, by a central point (typically the Data Concentrator). The meter may initiate a
transaction only when first installed, if configured to perform DC discovery. The consequence isthat all channels
depicted in Figure 1 are usually contention free when asingle DC is used. When multiple DCs are used, the network
remains contention free when using dedicated time slots for each DC, however, randomized access may also be used in
which case contention may occur. OSGP deployments do not support peer to peer networking.

Note also how multicast unacknowledged communication, for instance, would be optimized by the optional proxy layer:
each proxy would take care of message duplication to each next hop proxy, making it possible for the Data
Concentrator to address a very large number of target OSGP devices with a single message.

OSGP resides at layer 7 (application layer) of EN 14908. As such in inherits the transaction layer of EN 14908, the
Request/response mechanism of the Session Layer.

The general structure of the EN 14908 application layer APDU is:

Destin and Type (1 |Data
or 2 bytes) (variable)

OSGP uses type code 0x00 for ongoing operations messages, such as table reads. Type code 0x04 may also be used for
backwards compatibility in some deployments. Additional message codes are defined for OSGP Automated Topology
Management, which is documented in clause 5.
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Here are some OSGP APDU examples:
. Request: Code: 0x00, Encrypted data: <15 bytes>
Decrypted data: 0x30 00 03 8E 56 E4 21 D6 2F 43 91 0C 48 A3 CC
Where: 0x30 isthe OSGP command code (Full Read, see clause 9.3  Full Table Read service)
0003 isthe ID of the table to be read (table BT03, see annex A)
8E 56 E4 21 isthe OSGP sequence number of the request

D6 2F 43 91 0C 48 A3 CC isthe OSGP digest (see annex E (normative):
OSGP OMA Digest Algorithm)

. Response : Code: 0x00, Encrypted data: <19 bytes>
Decrypted data: 0x00 00 08 00 1C 58 00 01 81 40 58 4F FE B4 2F 7E 83 5D 1E
Where: 00 isthe OSGP <OK> response code
0008 is the octet count of the data part of the OSGP response
1C 58 00 01 81 40 58 : isthe data part of the OSGP response
4F FE B4 2F 7E 83 5D 1E isthe OSGP digest of the response

Security details are not illustrated in this clause. In atypical OSGP deployment, security may be implemented at the EN
14908 level, at the discretion of the implementer. However, OSGP does not rely on EN 14908 for security and
implements its own security model at the application layer, relying on shared keys between the Data Concentrator and
the OSGP device: the OMA key (OMAK) and the Base Encryption Key.

For more details on security, see clause 7 Security.

5 OSGP network formation and maintenance

This clause defines the manner in which the OSGP network will automatically discover and maintain OSGP device
topology. This capability is known as the Automated Topology Management (ATM) feature. The ATM feature includes
the following capabilities:

. Automated association of adeviceto aDC at installation.

. Automated re-association of a device to a new DC when the old DC no longer can reach the device dueto a
topology change.

e  Automated identification of test points.
. Mesh network bandwidth sharing via automatic identification of transmission slots.

In the following APDU definitions, all multiple word items are big endian.

5.1 Discovery Protocol

The basic mechanism used to make device associations is a discovery mechanism called Automated Device Discovery
(ADD). ADD allowsthe DC to discover any device supporting ADD, including other DCs. The discovery can be made
through repeaters whether or not those repeaters are not commissioned, commissioned in the DC's domain or
commissioned in some other domain. They only need to be in a global discovery domain.
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5.2 Discovery Domain

ATM ADD definesa global discovery domain (DD) using the following EN 14908 6-byte domain:
(Ox7A3340F1BCD2). All devices will always be configured in the DD. The DD is configured as a Clone domain so that
subnet/node conflicts are not an issue.

The key for the DD is the upper bytes of the OMA key (see clause 7 Security). Each device will be capable of sending
or receiving ADD messages on the DD.

5.3 ADD Proxy Message

Each ATM ADD message has a header that allows the message to be sent through repeaters, even if those repeaters are
not commissioned. This alows aDC to discover devices without first commissioning intervening devices. As such, all
addressing is based on physical (Unique Node ID and broadcast) addressing. Each message contains a repeat chain of
Unique Node IDs. The entire repeat chain is passed all the way out and back so that no transaction tracking is required
in the repeaters. This protocol does not support challenge EN 14908 authentication.

An ATM message contains N addresses, one for each device involved. So, arequest from A through B to C will have
3 addresses. M istheinstance in the address list for whom the message isintended. The message header is as follows:

. EN 14908 message code: 0x45 (outbound) or 0x4A (inbound).

e  Address position (1 byte): Thefirst 4 bits encode the position of the destination address in the list, while the
last 4 bits encode the number of addressesin the list.

e  Addresslist (N x 6 bytes): Unique Node ID list (all zeroes means broadcast). List includes initiator.
. Path mask ((N - 2) / 8 + 1 bytes):One bit per hop (1 > alt path).
e  Transaction number (1 byte): Transaction number.
. Packet Cycle Width (1 byte): Cycle width (msec/10) (outbound broadcast only).
. Packet Cycle Count (1 byte): Number of cyclesto randomize over (outbound broadcast only).
Note that the Packet Cycle Count is limited to the range of 0 to 127.
Forwarding rules:

o If M > N, the message isillegal and the message is discarded. The device then writesits NID into the address
position indicated by M (for benefit of broadcasts).

. Then, if M ==N (outbound) / M == 1 (inbound), then the message is for this device and the message data
following the proxy header is processed as a normal EN 14908 APDU.

. If M <N, then M isincremented (outbound) / decremented (inbound) and the message is relayed on to address
M. The transaction number is only meaningful to the DC.

e  When receiving the last outbound message or the first inbound message (M == N-1), the device will read the
signal strength indicator (SSI) corresponding to that message and append it to the APDU. These two SSI
values are referred to as <SSlo> and <SSli> respectively.

5.4 ATM Query ID

The ATM Query ID message is always sent using the ATM ADD mechanism, i.e. as payload preceded by the ADD
header. This minimizes the different scenarios to one and it provides the target with the DC NID and the DC with the
target NID.

The format of the ATM Query ID isasfollows:

. EN 14908 message code: 0x49.
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e Session# (1 byte).

e  Unique Node ID hashlo (1 byte).

. Unigue Node ID hash hi (1 byte).

. Min Comm Outage (2 bytes) : Minimum minutes for flag 0x02 and 0x40.
. Flags (1 byte): [See option flags above].

NOTE 1: EN 14908 and Echelon LonTalk® define a query 1D message and Respond to query message. The ATM
query ID and ATM Respond to Query are different messages, defined at application level.

A device respondsif it meets the following criteria of the request:

1) A matching Unique Node ID range. Thiscriterion is arange of 8 bit Unique Node ID hashes (NIH), NIHIo
through NIHhi. An NIH isthe sum of all 6 bytes of the Unique Node ID. This can be used to limit the number
of devicesthat respond to arequest. Typicaly, aquery 1D would be done over a small range.

2) ATM Query ID responses are enabled, or the ATM Query ID message has the ignore disable option flag
(0x01). A device can be disabled from sending query ID responses for a particular query session by request
from the initiator. The device will not respond if it has received a"Respond To Query"/off message (with no
subsequent /on message) for the current DC/session, unless the incoming ATM Query ID message has the
ignore disable option flag. The device shall be able to keep up to 8 such DC/session pairs. For each session the
device will keep a flag indicating whether to respond to additional queries and it will also store arepeat chain
quality value for use in Query 1D responses. This information should only be retained for 48 hours.

3)  Out of communication option (0x02). A device only respondsif it is out of communication. A deviceisout of
communication if it has not received an application level message from the DC in N minutes.

4) Test Point option (0x04). A device only respondsif it isatest point (more on this below).
5) Respond if commissioned option (0x08). A device responds only if it is commissioned.
6) Respond if not commissioned (0x10). A device responds only if it is not commissioned.
7)  Respond only if principal DC (0x20). A device respondsonly if it is principal DC.

8) Indirect DC option (0x40). Respond only if you are a OSGP device and have heard from a DC (securely or
otherwise) inthe last N minutes.

NOTE 2: Option value 0x20 is reserved.
The response to this message contains;
1) theProgramID (PID) of the device

2)  thebest repeat chain quality value including the owning DC. A repeat chain with the smallest number of hops
isthe best quality. If there are two with the same number of hops to different DCs then the DC with the best
signal strength isthe tie-breaker. Seeclause 5.6  Signal Strength Values.

An example of the timing of sending of the response is as follows. Assume the Packet cycle width is 20
(20 ms x 10 ms) and the Cycle count is 4. This means that the device would pick arandom number in the range of 0 to
3 and multiply that number times 200 milliseconds. That would be the time to wait before sending the response.

The format of the ATM Query ID responseis as follows:
. EN 14908 message code: 0x48.
. Program ID (8 bytes).
e  Best DC NID (6 bytes).

e  Chain Quality (2 bytes).
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Note that the DC NID returned is that of the DC with the best chain quality (fewest hops or best signal strength/margin
in the event of atie, see clause 5.6 Signal Strength Values) excluding the DC that is querying. This allows the querying
DC to seeif any other DC canreach it even if it isthe DC with the best chain quality.

5.5 ATM Respond to Query

Tellsadevice to respond or not respond further to ATM Query ID messages for agiven session. Also, this message will
give the device arepeat chain quality valueto store for this DC. It is sufficient for the end device to store only the
Unigue Node ID and quality value for the DC with the best quality. The repeat chain quality information is based on the
number of hops and signal strength.

The format of the ATM Respond to Query message is as follows:
. EN 14908 message code: 0x47.
. Session# (1 byte).
. On/off (1 byte): 0> off; 1> on.
. Chain Quality (2 bytes): see above.
The format of the ATM Respond to Query response message is as follows:
o EN 14908 message code: 0x46.

5.6 Signal Strength Values
SSl isasingle byte and has the following format:
. Margin value (bit 4..7).
e  Signal strength as encoded by transceiver, divided by 2 (bit 1..3).
. One and only one bit (bit 0).
Chain Quality is atwo byte value and has the following format:
. Hop count (1 byte): number of hops from the DC to the device.

. SSI (1 byte): reflects the worst of the outbound and inbound SSI values.

5.7 Examples
Assume the following Unique Node IDs:
U DC: N1.
J OSGP Device 1: N2.
. OSGP Device 2: N3.
J OSGP Device 3: N4.

The following APDUs would be used to send areguest to Device 3 and have a response returned to the DC (values are
in hex) using transaction number 01 and a path mask of 2 indicating that the second hop uses the alternate frequency:

1) <NI>-><N2>: 4524 <N1><N2><N3><N4> 02 01 <Request>
2)  <N2>-><N3>:45 34 <N1><N2> <N3> <N4> 02 01 <Request>
3) <N3>-><N4>: 4544 <N1> <N2> <N3> <N4> 02 01 <Request>

4)  <N4>-><N3>: 4A 34 <N1> <N2> <N3> <N4> 02 01 <Response> <SS| 0>
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5) <N3>-><N2>: 4A 24 <N1> <N2> <N3> <N4> 02 01 <Response> <SSlo> <SSli>
6) <N2>-><N1>:4A 14 <N1> <N2> <N3> <N4> 02 01 <Response> <SSlo> <SSli>
The following APDUs would be used to send a broadcast via Device 2 that is responded to by Device 3:

1) <N1>-><N2>: 45 24 <N1> <N2> <N3> 00 00 00 00 00 00 02 01 20 04 <Request>

2)  <N2>-><N3>: 4534 <N1><N2><N3> 00 00 00 00 00 00 02 01 20 04 <Request>

3) <N3>-> broadcast: 45 44 <N1> <N2> <N3> 00 00 00 00 00 00 02 01 20 04 <Request>

4)  <N4>-><N3>: 4A 34 <N1><N2> <N3> <N4> 02 01 <Response> <SSlo>

5) <N3>-><N2>: 4A 24 <N1> <N2> <N3> <N4> 02 01 <Response> <SSlo> <SSli>

6) <N2>-><N1>:4A 14 <N1> <N2> <N3> <N4> 02 01 <Response> <SSlo> <SSli>

5.8 Fast Commission Message (FCM)

58.1 Overview

Because of the number of individual PLC messages that are required to commission an OSGP device thereisalot of
PLC traffic involved to achieve a single function: Commissioning of a meter. This clause describes an enhancement to
the way OSGP devices can be commissioned through the use of a single message. This message is directed to the OSGP
device, which isresponsible to break up the individual components of the message into configuration messages.

5.8.2 FCM message and response description

The FCM uses a specific EN 14908 [1] type code (0x05). The FCM message is always encrypted and authenticated
using the meter's current or original OMAK key - both are accepted.

Table 1
Message field Data type Value Comments
<code> UINT8 0x05 EN 14908 type code
<FCM> LtFCM Fast Commission Message Structure
EN14908 sequence no.  |UINT32 Big-endian
EN14908 Digest Array[8] of UINT8

FCM message structure, expressed as a little-endian byte packed structure:

typedef struct {

union
{
UInt8 Byte; // typically 00 for initial commission
struct
{
// 0:FCM is rejected if OSGP device is not configured and authenticated
// 1:FCM is always accepted
UInt8 FCMAcceptance :1; // LS bit
UInt8 spares : 7; // MS bit
} Bf1ld;
} FemFlags;
struct
{
UInt8 NonGroupRXTimer : 4
UInt8 DomainLength : 25
UInt8 spares 25
} FcmHead;

UInt8 DomainId[6];
UInt8 Subnet;
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struct
{
UInt8 Node : 7;
UInt8 unused : 1;
} Nodeld;
UInt8 DomainKey[12];
UInt32 BroadcastSegBase; // Set to ET04
UIntl6 BroadcastSeqgDelta; // Set to ET04
UInt8 CompatibilitySet([8];
} LtFCM;

FCM response:

The FCM will return aresponse similar to that of a standard OSGP reguest (see clause 9Basic OSGP services), which
includes aresponse code (see clause 9.9 Response error codes) and a FCM response structure.

Table 2
Message field Data type Value Comments
<code> UINT8 0x05 EN14908 message type
<OSGP Response code> |UINT8 see clause 9 Basic OSGP services
<FCM Response> LtFCMResp FCM Response
EN14908 Digest Array[8] of UINT8

FCM Response Structure, expressed as a little-endian byte packed structure:

typedef struct {

UInt8 ProgramId[8]; // from ETO03

UInt8 InactivePhases; // from ET04

UInt8 MepOccupancy; // from ET14

UInt8 TestPointFlags; // from ETO04

UInt8 MT29Length;

UInt8 MT29Record[68]; // from ET29, actual length: <MT29Lengths>

} LtFCMResp;

Thefield <LtFCMResp.MT29L ength> will be up to 68 bytesin length. A value greater that 68 indicates that additional
ET29 reads are needed.

Once the FCM message is received and validated the various components in the FCM message are applied by the OSGP
device, which involves updating ET04, updating the EN14908 domain ID and node values.

Once complete, the <LtFCM Resp> message is constructed as a response and sent.

Failure Responses: OSGP devices which do not support FCM will respond to the FCM with a EN14908 application
code value of Ox3E.

If the <LtFCM. FcmFlags.FCM Acceptance> flag is 0, and the meter is not configured and authenticated, then the ISSS
response is sent (see clause 9.9 Response error codes).

Table 3
Message field Data type Value Comments
<code> UINT8 0x05 EN14908 application code
<OSGP Response code> UINT8 Ox0A ISSS (see clause 9.9Response error codes)
EN14908 Digest Array[8] of UINT8
6 OSGP Device data representation
6.1 General overview

OSGP uses a representation oriented model of a smart-grid device.
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The device data structures are presented and used in tabular form, and include binary encoded information elements.
This data representation has been selected for its efficiency in terms of NVM requirements, as well as compactness for
network data transfers. Data tables are also particularly adapted to the storage of measurement samples.

OSGP proxy agents and Data concentrators interact with the OSGP device by means of primitives enabling
manipulation of the data tables, or by means of procedures which may impact various aspects of the OSGP device data
representation: these services are presented in clause 9 Basic OSGP services. Other systems may also interact with the
data representation of the OSGP device, e.g. by means of optical ports, but these other interaction models are out of
scope of OSGP.

Annexes A, B, C and D list and define the OSGP device data representation and interaction procedures.
Clause 6.2Data Types provide definitions for the data types used in annexes A, B, Cand D.

Clause 6.3Pending tables lists the value control identifier codes, which are used to specify the entity having control of
the table values.

Clauses 6.5, 6.6 Register Naming Convention and 6.7 Table and Procedure Naming Conventions provide additional
table naming conventions found in the basic and extended tables and procedures described in annexes A, B, C and D.

6.2 Data Types

This clause provides definitions for the data types used in the Application Layer protocol and referenced in the table
definitions.

NOTE: All multiple-byte fields, such as UINT16, INT32, and FLOAT (excluding arrays) are ordered |east
significant byte (LSB) first.

Table 4: Data Types

Type Data Type Definition
INTx (x= 8, 16, 24, 32, |8, 16, 24, 32, 40 or 48 bit signed integer, binary signed two's complement
40, 48)
UINTX (x= 8, 16, 32) 8, 16, 32 bit unsigned integer

FILLXx (x=8, 16, 32) 8, 16 or 32 bits of zeroes used as a space holder or filler

INT(X..y) Signed integer not bounded by an 8 bit boundary. Starting bit position = x and ending bit
position =y

UINT(X..y) Unsigned integer not bounded by an 8 bit boundary. Starting bit position = x and ending bit
position =y

BOOL(x) A single bit variable (FALSE = 0, TRUE = 1)

SET(x) A collection of 8x BOOL

FILL(X..y) y-x+1 bits of zeros used as a space holder or filler

IARRAY[X] of Data Type [A contiguous block of the defined data type. Array indices are always zero-based

NI_FMAT1 Non-integer format 1, defined to be INT32 for this OSGP device, as stated in Basic Table 00
(BTOO)

NI_FMAT2 Non-integer format 2, defined to be INT32 for this OSGP device, as stated in Basic Table 00
(BTOO)

TIME A structure of 3 - UINTS8 fields where:

byte 0 = hour

byte 1 = minute

byte 2 = second

LTIME_DATE A structure of 6 - UINT8 fields where:
byte 0 = 2-digit year (02 = 2002)
byte 1 = month (01 = January, 02 = February, etc.)
byte 2 = day

byte 3 = hour

byte 4 = minute

byte 5 = second

STIME_DATE A structure of 5 - UINT8 fields where:
byte 0 = 2-digit year

byte 1 = month

byte 2 = day

byte 3 = hour

byte 4 = minute

PED Pending Event Description, see BT04
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Type Data Type Definition
RDATE A structure defining a recurrent date that can be yearly, monthly, weekly, or daily.
Bit field of UINT16, where:
MONTH = UINT(0..3);
IF MONTH IS:
1..13: OFFSET = UINT(4..7);
WEEKDAY = UINT(8..10);
DAY = UINT(11..15);
14: FILLER1 = FILL(4..7);
WEEKDAY = UINT(8..10);
FILLER2 = FILL(11..15);
15: PERIOD = UINT(4..9);
DELTA = UINT(10..15);

Identifier Value Definition

MONTH 0 = Unassigned
1..12 = Month of year
13 = Action is repeated monthly
14 = Action is repeated weekly
15 = Action is repeated each PERIOD plus DELTA
OFFSET
0 = No offset
1 Advance to WEEKDAY before MONTH, DAY entered

2 Postpone to the first WEEKDAY on or after MONTH, DAY entered

3 = Postpone to the second WEEKDAY on or after MONTH, DAY entered

4 = Postpone to the third WEEKDAY on or after MONTH, DAY entered

5 = Postpone to the fourth WEEKDAY on or after MONTH, DAY entered

6 = Postpone to the last WEEKDAY of the MONTH on or after DAY entered

7 = Observe on MONTH, DAY entered as well as day following MONTH, DAY entered
te] Postpone to Monday if Sunday

9 Advance to Friday if Sunday

10 = Postpone to Monday if Saturday
11 = Advance to Friday if Saturday
12 Postpone to Monday if Sunday or Saturday

13 Advance to Friday if Sunday or Saturday

14 = Postpone to Monday if Sunday, advance to Friday if Saturday

15 = Do not observe MONTH, DAY entered. Observe on day following MONTH, DAY
entered

WEEKDAY

0..6 = Sunday to Saturday

7 = Unassigned

DAY

0 = Invalid

1..31 = Day of the month

PERIOD

0..63 = This setting, along with DELTA, is used to schedule daily activities

DELTA

0..63 = This setting, along with PERIOD, is used to schedule daily activities

6.3 Pending tables

Pending tables provide away to synchronize configuration changes in multiple OSGP devices to a single moment in
time. Asatypical use case a utility may want to enact a new time-of-use calendar in all the metersin a particular region
at precisely the same time, marking midnight of a new year or the day when a new law goes into effect. Given the
unpredictability of power-line communications in terms of precise delivery timeto al metersin the network, it is
desirable to be able to download the new calendar to the meters well in advance to ensure the information gets there
ahead of when it is needed but with an activation time in the future at which all meters will enact the new calendar
simultaneoudly.

This"pending" new calendar sitsin areserved area of memory with atrigger date/time that is checked continuously. At
the activation time, the pending calendar is transferred into the active calendar memory space and begins to take effect.

Only afew of the OSGP device tables have corresponding pending tables. These are BT4150, ET4143 and ET6204.
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6.4 Value Control Identifiers (VCI)

The VCI (Vaue Control Identifier) table column in the annexes show which entity has primary control over the value.
The definitions for the VCI column are:

. F = Fixed value.

. M = OSGP Device controls value. OSGP agents should not attempt to write, or do not have write accessto this
field.

EXAMPLE: Measurement registers and statuses.

. H = OSGP agent or OSGP device reading/configuration software controls value. For example, configuration
and customer identifiers.

. P =Program ID. These fields are fixed for a given program ID, but may change in the future due to a
technology change, for example. It is recommended that you read all fields marked with thisidentifier on
every communication with the OSGP device.

6.5 Value

Thisfield specifies the hard-coded value for fields marked "F" or the non-zero value in effect when the OSGP deviceis
shipped. Fields with no value identified here areinitialized to 0, but may have been be changed with provisioning.

6.6 Register Naming Convention

Throughout the present document, the per-phase measurement registers are denoted as follows:
e A=Linel (for example'A' Sag events).
. B = Line 2 (for example Phase 'B' L0ss).
. C =Line 3 (for example RMS Current 'C").

e  ABC = All phasesin apolyphase OSGP device (for example Fwd Active Wh ABC).

6.7 Table and Procedure Naming Conventions

The following defines the letters preceding the table or procedure numbersin the present document. This naming
convention is used in titles, and in references to tables/procedures in formulas and descriptions.

. BT = Basic Table. For example, BT0O0, BTOL, etc.

. ET = Extended Table. For example, ET01, ET03, etc.

. BP = Basic Procedure. For example, BPO5, BPO6, etc.

. EP = Extended Procedure. For example, EP04, EPO5, etc.

The meaning of aformulavalue, such asBT61.11, is Basic Table 61, offset 11. The meaning of aformula value, such
asBT03.4.4, isBasic Table 3, offset 4, bit 4.

When performing aread or write for an Extended Table or procedure (see clause9 Basic OSGP services), the ID field
is configured as 2 048 plus the Basic Table number.

EXAMPLE 1. Towriteto ET03, use the number 2 051 in the table ID field (2 048 + 3 =2 051).

To execute EP04, issue a full write request to BTO7 with the procedure ID of 2 052 (2 048 + 4 = 2 052). This number is
included in each table or procedure heading in the present document. No offset is applied to the table ID field for Basic
Tables(i.e. thetable ID field for BT54 would be 54).
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NOTE 1: When writing or reading a pending table, there is an additional offset of 4 096 applied to the table or
procedure number.

EXAMPLE 2:  Pending table BT54 is numbered (4 096 + 54 = 4 150), and pending table ET47 is numbered
(4096 + 2048 + 47 = 6 191).

NOTE 2: Occasionaly, references to OSGP device tablesin the present document will contain an appended offset
value to indicate that the reference isto a specific field in that table: the field located at that offset value.

EXAMPLE 3: "BT21.6" refersto the "Number of Occurrences’ field in BT21, asthat field is located at offset 6
of BT21.

6.8 Interface Change Alarm (ICA NACK)

Modifying some OSGP device data tables or calling some OSGP device procedures described in the present document
may cause the OSGP device data representation to change. In this case, the dimensions of some OSGP device tables
may change and the Interface Change Alarm in BT03 shall be logged. In addition, the Interface Definition Table (ET42)
shall be updated to reflect the new state of affected device tables.

Attempts to read or write some OSGP device data tables shall be blocked until the alarm has been cleared. The clearing
of the alarm signifies that the system acknowledges and understands the interface change and is ready to process datain
the new representation. Tables affected by the Interface Change Alarm in this manner are marked with the ICA NACK
attribute throughout the present document. Tables and procedures that may cause the Interface Change Alarm to be
triggered are marked with the ICASRC attribute throughout the present document.

7 Security

Measures are included to protect the privacy of consumers by restricting access to data and encrypting such data to
prevent access by other than authorised bodies. Measures are also included to detect attempts to circumvent metering
functions such as might result in unrecorded accessto utility services.

The EN 14908 session layer provides authentication services. However, it does not provide data confidentiality
services. OSGP complements the security framework defined in EN 14908 by its own application layer security, which
provides authentication and confidentiality services at application layer.

7.1 OMA key

During the manufacturing process, OSGP devices get configured with a unique 96-bit OMA key (OMAK). These keys
are transmitted securely to the utility so they can be used by Data Concentrators. The original device-specific OMAK
typically gets replaced by a shared OMAK by the Data Concentrator after is has discovered the new OSGP device using
ATM (seeclause5 OSGP network formation and maintenance), using EN 14908 'increment key' network
management message.

The OMAK is used:
. by EN 14908 authentication for some messages (see clause 7.2 OSGP Authentication).

. by application level OSGP authentication (see clause 7.2 OSGP Authentication) as an input key of the digest
agorithm of annex E (normative):
OSGP OMA Digest Algorithm.

. by application level OSGP encryption: a 128 bit Base Encryption Key (BEK) isfirst derived from the OMAK
then XOR combined with the application level OSGP digest. The OSGP transaction (message APDU and
response APDU) is encrypted using RC4 algorithm with the resulting shared 128 hit key, as specified in
clause 7.3 OSGP Encryption.
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7.2 OSGP Authentication

The OSGP data concentrator uses application level digest authentication to authenticate application level messages with
the devices. This form of authentication requires half the packets that native EN 14908 authentication reguires (no
challenge). To avoid replay attacks, a sequence number is appended to the payload and digested. To avoid misdirection
attacks, the subnet/node address of the device is factored into the digest.

Assuming the device expects a sequence number of N, a device rejects any message that does not have a sequence
number of N-1 to N+M where M is 8. When a request with sequence number N-1 isreceived, the response originally
sent, if any, for N-1 isresent. When the device first comes up it picks a starting sequence number at random. If the
sequence number received in arequest is out of range, the device will NACK the request with areason of "invalid
sequence number” and the response will be followed by the desired sequence number. It is up to the data concentrator at
that point to begin using the new sequence number.

Reguests have the following format (see also clause4 OSGP operation overview for examples):

[Request [Sequence (4 bytes) [Digest (8 bytes) |

The digest is computed over the following data using the digest algorithm included in E (normative):
OSGP OMA Digest Algorithm, using the 96 bit OMA key.

[Subnet (1 byte) [Node (1 byte) [Request [Sequence |

Responses have the following format:

|[Response [Digest (8 bytes) |

The digest is computed over the following data:

[Subnet (1 byte) [Node (1 byte) [Request  [Sequence  |[Response  |Response Length (1 byte)

Note for backward compatibility, devices that do not have hit 6 of the fifth byte of their program IDs set are assumed to
not include the "Response Length" in the digest. For example, a device with program 1D of 9000011583050F00 would
not include the response length whereas one with a program 1D of 90000115C3050F00 would include it.

Note that even NACK responses such as "invalid sequence number" are secured in this way.

The OSGP device can send the following types of NACKSs (for a complete list, refer to clause 9.9 Response error
codes):

"Subnet" and "Node" in the above diagrams always refer to the subnet/node of the request target. That is, it is the same
address in both directions. "Request” and " Sequence" always refer to the values in the original request message.

It is assumed that the device can retain its sequence number across power cycles or provide strong random number
generation across power cycles. The data concentrator will not retain the device sequence numbers across its own power
cycle. Thus, the first authenticated message after power up will require an extra exchange.

All critical device datais protected by OSGP application level digest authentication for both read and write operations.
Thisincludes:

e OSGP device configuration
. OSGP billing data and load profiles
. Load shed requests

. Time setting

ETSI



30 ETSI GS OSG 001 V1.1.1 (2012-01)

The following are protected via EN 14908 challenge authentication. This authentication verification is the responsibility
of the EN 14908 interface, and not of the OSGP device:

o EN 14908 logical addressing

. Authentication key modification

. Phase measurement

e Compatibility setting

. Node mode change

. Read/write memory
The following are not protected by authentication:

. EN 14908 status query

. Signal strength measurements

7.3 OSGP Encryption

The data concentrator shall support encryption of some application layer messages sent between utility meters and the
data concentrators using the stream cipher RCA4. It shall discover whether a device requires encryption at the end of
commissioning and at the switchover stage of a download.

The Base Encryption Key (BEK) used by the data concentrator and OSGP device is derived from the OMA key
(OMAK) by using the EN 14908 authentication encryption algorithm with the current OMA key to encrypt the
following 64 bit data patterns.

e 813F529A 7B E389BA
e 72B0918D4405AA57
The encrypted results are concatenated to form the 128-hit PLC encryption key.

To ensure uniqueness of ciphertext, the request digest is XORed with the first 8 bytes of the BEK to build a key
sequence. The key sequence is re-initialized for each request. The responseis treated as part of the same RC4 stream as
the request.

The encryption of frames uses RC4 stream cipher occurs by encrypting only the data after the EN 14908 message code
and prior to the digest. Only frames with a message code of 0 or 4 (OSGP ongoing operations frame) are encrypted. An
"invalid digest" response is never encrypted.

7.4 Hardware Lock

In addition to the OMAK key, the OSGP device may employ a hardware-integrated security mechanism that supersedes
the key access permissions. The hardware locks may be table and procedure specific, and may apply only to certain
tables and procedures in the OSGP device. It may restrict write and read operations, as well as the execution of
procedures. Attempts to access tables and procedures restricted by the hardware lock will result in the error message
"Insufficient Security Clearance", despite OSGP level keysindicating the proper level of security clearance. Thetables
and procedures that may be restricted by the hardware lock are documented as such in the table/procedure listings in the
present document. Note that the hardware lock settings, if any, may be different in different OSGP devices.
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8 Device Functional Description for the case the OSGP
device is an electric power metering device

8.1 General

The following clauses provide an overview of the primary functional areas of the device, and describe which tables and
procedures should be used when configuring each functional area. Thisincludes the following clauses a number of
which are at the manufacturer's or, where implemented by the device manufacturer, at the OSGP network operator's
discretion. Where an optional function isimplemented, it shall comply with the relevant clauses and subclauses of the
present document.

8.2 Time-Of Use Calendar (Optional)

Time-of-Use (TOU) is the term used to describe the partitioning of energy usage into different registers based on a
schedule. The device may support up to four such registers, called tariffs (T1, T2, T3 and T4). The tariffs may be
selected for different time periods within a day (midnight to midnight - local time). The time at which atariff is changed
iscaled atier switch. Each 24-hour set of tier switchesis called aday schedule. There may be different day schedules
for weekdays, Saturday, Sunday, and holidays. Each year isidentical with regard to season changes, holidays, and
daylight saving time scheduling. Thisis called a perpetual calendar implementation. All measured energy values shall
be stored as totals into the tariff registers based on the TOU schedule.

The available options of the perpetual TOU calendar are:
. Day schedules (per season):
- 1 weekday schedule
- 1 Saturday schedule
- 1 Sunday schedule
- 2 holiday schedules
e 4 seasons with programmable start dates
. 15 holidays per year
. 1 independent Self-read schedule per year
. 10 tier switches per day

1 date for DST on, 1 date for DST off, with programmabl e time and minutes adjustment. DST on and off can be set to
occur at different times of the day.

The device, if it is a power OSGP device, shall store the following values, for each tariff:
. Active energy, forward and reverse.
e  Active energy, forward + reverse.
. Active energy, forward — reverse.
. Reactive energy, import and export.

The calendar shall be programmed in BT53 and BT54. Invalid entriesin BT54, such as activation of a season greater
than 3, shall beignored. If no seasons are programmed, the default active season shall be season 1. The results of all
these assessments are reported in BT55, with some duplicationin BT52.
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8.2.1 Manual Override Options (optional)

The device may support the ability to override the currently active tariff and switch to another (user-specified) tariff
manually. The tariff change can be configured to happen immediately as soon as the manual override occurs, or at a
scheduled date/time at some point after the manual override is performed.

The tariff change caused by a manual overridesis cancelled when any of the following events occur:
. Another manual command is issued.
. The next TOU calendar-driven tariff switch occurs.

. After theinterval specified for the manual override expires, or at a user-specified date/time. The duration of
the manual override, or the date/time at which a manual override isto be cancelled and the standard TOU
schedule isto resume, is user-configurable.

Y ou can also select the default tariff to use in case of clock error. Any time a clock error occurs, the OSGP device will
begin using thistariff until the error is corrected, at which point the OSGP device will resume using whichever tariff the
TOU calendar callsfor.

When manual tariff overrideisin effect, calendar controlled demand reset and self read, season change are still
evaluated, all BT55 fields except tariff and tariff drive are properly updated, and DST time, time zone are applied.

All combinations of activation and cancellation are supported via one or more of these configuration methods:
procedure EP15, table ET47, and pending table ET47 (ET4143). EP15 can be used to enact an immediate activation
with either amanual or next tier switch cancellation. Configurations written via EP15 are copied to ET47.

ET47 can be written directly to enact immediate overrides with any of the cancellation types. Pending table ET47 is
used to schedule afuture activation. The pending table activation can be cancelled at any time via BP14 and BP15.
BTO04 reflects up to two pending activations.

A clock error supersedes a manual override, so while a clock error is present, the configured clock error tier isin effect.
A new activation enacted by any means while an override isin effect will immediately cancel the existing override and
enact the new one. ET23 can be read to determine the presently active calendar ID.

8.2.2 Over Power Threshold Tariff (optional)

The Over Power Threshold Tariff can be enabled or disabled. When enabled, whenever instantaneous power exceeds a
pre-set power threshold over a pre-set time threshold the active tariff is forced to a configured tariff. When this occurs,
it supersedes any other tariff control including TOU tariff control, calendar override via EP15 or ET47 and clock error
tariff. After the instantaneous power drops below the over power threshold, other tariff controls listed above would
resume.

The instantaneous power value that is compared to the over power threshold can be chosen from forward power,
forward+reverse power, or forward-reverse power. The three types of power sources are usually used to ignore
generation and fraud, for fraud prevention, and for electricity generating users respectively.

When the over power threshold is exceeded for over the time threshold, an event is triggered to indicate this condition
and when the power drops below the threshold, another event of the same kind will be set to indicate the condition is
gone.

If power up power quality hold timeis set to non zero, every time after power up, the over power tariff control will
restart. In this case after power up the tariff control would always goes back to other tier controls until the over power
tier control restarts.
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8.3 Clock Adjustment (mandatory)

8.3.1  Absolute Time Synch

BP10 is used to set the date and time of the device at the factory. When calling this procedure. UTC time shall be
passed in as a parameter. The device will then directly overwrite the current clock and calendar setting with the input
UTC time. Since adjusting the clock using BP10 may affect the Load Profile and TOU modules, it is NOT to be used
during normal meter operation.

8.3.2 Clock Adjustment by Delta

The recommended method to modify the device's clock during normal operation isto use EP16. There are two waysto
modify the device time through EP16. The first method isto send the time deltain seconds directly, which requires first
reading the device clock and comparing to areference clock. This procedure will accept the number of secondsto
modify the clock (forward or reverse). The largest amount the clock may be modified by is plus or minus 600 seconds
(20 minutes). The device should perform a gradual shift of the clock at the middle of every minute, by no more than

20 seconds, or the configured maximum deltaincrement, until the desired delta has been performed. The default
1-second per-adjustment limit ensures the clock adjustment will not affect the device'sinternal Load Profile and TOU
schedules. The clock changes begin at the next even minute (for the first ever programmed clock change).

The second method by which to adjust the device clock via EP16 is to send the correct UTC time and the device will
calculate the time delta by comparing it to the device's internal time. The same limit of plus or minus 600-second max
adjustment applies. If the device calculates the delta of the input time and the device time to be greater than

600 seconds, the procedure will return an error code and not perform the adjustment.

The device issuing the EP16 command shall indicate which method is to be used.

8.4 Billing Functions

8.4.1 Self-Reads (mandatory)

"Self-read" is the term used to describe the automatic, periodic storage of measurement data to a separate area of
memory that can be read for billing purposes. Self-reads provide a mechanism for all meters with the same self-read
schedule to record billing data at the same time of day. An OSGP device shall be capable of performing a self-read at a
predefined interval. All of the energy measurement data provided in the total and all four tier registers will be captured
during a self-read event.

The TOU calendar in BT54 can be configured to perform a self-read daily, weekly, monthly, or some other period of
days up to 63 days. Thetime of day the self-read should be performed is configured in ET04. The OSGP device holds
by default 24 copies of self-read data before the oldest data is overwritten. The actual number of self-read data sets the
OSGP device holdsis configurable via EPO6. The host system can then collect this information some time after the
OSGP device has performed the self read action. An aarm bit will be set in BT0O3 whenever a new self-read has been
recorded in the OSGP device. The Data Concentrator can use this to determine when new datais available, but shall
clear the alarm flag upon reading the data. Whether or not the self-read datais read, the OSGP device will not interrupt
the programmed schedule and old data will be overwritten with new data when the self-read is scheduled to occur.

If the OSGP device is powered down at the time a self-read was scheduled to occur, the self-read will be recorded at the
subsequent power-up with the timestamp of the power-up event. If the OSGP device is powered down for more than 63
days, a self-read will be recorded on power-up, regardlessif any were configured.

Additionally, a self-read can be triggered manually via EP12, which creates a new self-read record immediately. The
same aarm in BTO3 istriggered via manual self-read and the results are placed into BT 26, overwriting the previous
self-read regardless of whether that was from a manual or scheduled self-read.

The self-read information is stored in BT 26, which contains a snapshot of all the registersin BT23 plus some status
information.
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8.4.2  Total Energy (optional)

The device may aso store the day's consumption for all of the total energy measurements (excluding tariff registers).
This storage occurs at UTC midnight and contains only the previous day's energy consumption. This snapshot of total
energy may be used by a host system to determine total usage of the secondary side of a transformer. The total energy
(or daily consumption), energy consumed during the previous 24 hours, is stored in ET12 and requires no configuration
from the host system.

8.4.3 On-Demand Reads of Current Billing Register Values (mandatory)

BT23 can beread at any time to get the current billing register values. However, if thistable is read using multiple
partial reads, there is no guarantee of consistency of the data. Therefore, the transaction table (ET27) should be used to
perform on-demand reads.

8.5 Load Profile (mandatory)

Load profiling is the periodic storage of interval measurement(s). Load profile data and configuration can be found in
BT61 "Actua Load Profile,” BT62 "Load Profile Control,” BT63 "Load Profile Status* and BT64 "Load Profile Data".
All the pertinent configuration and dimension information required for interpreting load profile data also can be found
in ET42 "Interface Definition Table". Instructions to follow when devel oping an application to read load profile data
follow later in this clause.

Each OSGP device shall be capable of support aload profile datalog that can be configured to record up to 16 different
values at once. The load profilelog is divided into groups of data called blocks, with a configurable number of intervals
per block, as well as a configurable length of each interval.

The start time for the first load profile block shall aso be configurable. Note that if the total block time (i.e. the interval
duration multiplied by number of intervals per block) does not divide evenly into 24 hours or is not ainteger multiple of
24 hours, then the actual start time for each subsequent block will not always match the start time for the first block. For
example, if you have ablock start time of 00:00 and a block duration of 18 hours, then the actual block start times will
rotate through these times. 00:00, 18:00, 12:00, 06:00.

Up to 16 channels can be recorded on the same interval. The 16 channels are selected from the measured val ues, which
arelisted in BT16. All channels are stored astotal values (no differential values). Load profile is configured via EP11
by indicating the number of channels to be logged, the interval duration, the number of intervals per block and which
channelsto log.

Certain status information in the load profile log is reported only once per block, including the timestamp and status of
complete intervals. Other statusinformation is contained in tablesBT61, BT62, and BT63. For ease of use, al relevant
geometry and status information for the present active load profile configuration is also contained in extended table
ET21.

On power up the OSGP device software will determine if load profile records were missed through the power outage
and will stuff missing intervals only on the power-off and power-on day. If the outage spans more than one block, the
log will reflect a discontinuity in two successive blocks. Optionally, instantaneous values are stuffed with Os and set the
extended status to 4. This can be configured via controlled by ET04.71. Load profile statistics are aways stuffed as
zeroes except for the interval active at the time of the power down which gets the statistics in effect at that time.

Load profile data (BT64) reading can be disabled with the "Disable Optional Features' bit in ET55.

8.5.1 Use case: Reading Load Profile Data
To read the most recently recorded |oad profile datain the OSGP device, follow these steps:

1) Read and store BT61 or ET42 for the present load profile configuration, including the number of blocks (days)
with available data, the number of intervals recorded in each block, the number of channels (registers) being
logged, and the interval time. Thisinformation needsto be read only once per load profile reconfiguration.
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2) Read and store BT62 or ET42 to note which registers (sources) have been logged. An OSGP device may be
configured to log electric OSGP device data, M-Bus device data, and MEP data and all are stored in the same
log. The source IDslisted in BT62 or ET42 define which data registers are logged in which load profile
channels. Thisinformation needs to be read only once per load profile reconfiguration.

If theinterval source ID in BT62 isin the range of 112 to 163, thisindicatesit is a mapped source ID, or akey
used to refer to an extended sourceid in ET66 "Load Profile Source ID Mapping Table". ET66 is described in
more detail later in the present document.

3) Readthe"Number of Valid Blocks" and "Last Block" fieldsin BT63 for information on wherein BT64 the
occupied blockslie. Note that the "Last Block" field in BT63 is updated as soon as any singleinterva in the
block is marked valid.

4) Read ET21 for the size of each block, the size of each interval, and the index of the most recently recorded
interval. The values of parametersin ET21 change as|oad profile is being recorded so this table shall be re-
read before each read of load profile data from the OSGP device.

5)  Toread the most recently recorded full block of load profile data, perform a partial read of BT64 with the
following parameters:

- Offset = ((BT63.3 - 1) modulo BT61.7) x ET21.8.
- Count =BT21.8.

To read the most recently recorded one interval of load profile data, perform a partial read of BT64 with the
following parameters:

- Offset= (BT63.3 x ET21.8) + ET21.12 + (ET21.20 x ET21.25).
- Count=ET2125,

More intervals within the blocks as well as earlier recorded blocks can be read with appropriate cal culations
for the offset and count. Keep in mind that the load profile log isacircular buffer in the OSGP device's
memory, so any calculations on offsets for earlier blocks should use modulo the number of total blocksin the
load profile.

8.5.2 Use case: Parsing M-Bus Load Profile Data

The OSGP device load profile data can be parsed to extract and interpret M-Bus data.

e  Thedevice shall generate alerts when new M-Bus information is available for either control valve status or
load profileif the "M-Bus Alerts' field in ET50 (ET50.30.2) is set to 1.

. For general information on M-Bus devices, see clause 8.18 M-Bus Device support (optional).

8.5.2.1 M-Bus Data Types and ET57

The previous clause on reading load profile data describes how to determine which source IDs correspond to all the
configured load profile channels. Typically, only a subset of the channels will correspond to M-Bus device data. M-Bus
source IDs will all be extended source ids of the following format in ET42:

. Bits15..12=4.
. Bits 11..8 = 0..4 corresponding to the ET 13 index for the device to be polled for this data type.
. Bits 7..5 = Unused.

o Bits4..0 = M-Bus Data Type (MDT) value.
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An M-Bus Data Type (MDT) is a mapping of M-bus Data Record Header (DRH) definitions to simple 5-bit ordinals.
These DRH definitions and mappings can be used to interpret the M-Bus load profile data that has been collected. One
or more DRHs can be mapped to a single data type. Applying multiple DRHs to the same data type may be desirable, as
it is possible that separate M-Bus devices will not always use the same DRH for a given type of reading. In that case,
those DRHs (i.e. those that are all applicable to the same type of reading) can be applied to the same data type, and the
OSGP device will act accordingly when that data type is encountered. That way, the OSGP deviceis able to effectively
handle each type of M-Bus device. The only known case where this could occur is a OSGP device that might return
temperature corrected val ues sometimes, and non-temperature corrected other times. A flag in the MDT mapping table
is used to indicate whether temperature correction is on or off.

The MDT-to-DRH mappings are contained in ET57 "M-BusyMEP Data Type Table". ET57 isoptimized around an
assumption that the typical DRH is 3 bytes or less. DRHs longer than 3 bytes are accommodated, just not as efficiently
as shorter ones. Note that ET57 does not contain lengths for each DRH, because the DRH length can be deduced from
the DRH itself. If aDRH isimproperly formed, then either the MDT will not match (resulting in a" skipped" channel)
or the MDT could match on the wrong DRH.

Each MDT entry in ET57 can be flagged as "special”. Entries flagged as specia are always given precedence. If the
OSGP device matches on a non-special MDT but there is another entry for that MDT marked special, the OSGP device
continues to search for that until it exhausted all the DRHs. This allows the load profile to record certain types of entries
such as temperature corrected volume preferentially.

If the M-Bus read contains no data that matches the medium or MDT criterion, then the channel is marked as " skipped"
(see the "Extended Status® field in BT64). If amatch isfound, then if the value is less than 4 bytes, the unused bytes are
stored as zero in the load profile interval. If the value is more than 4 bytes, only the first 4 bytes are stored. The
assumption hereisthat only Mode 1 (little-endian) is used by M-Bus devices.

Using the source ID information in ET42 and the MDT information in ET57, the user can learn where the M-Bus datais
within the OSGP device's load profile and how to interpret it. Occasionally, some extra configuration and concerns arise
that the user may need to be aware of. These are addressed in the following clauses.

85.2.2 Load Profile Poll Rate

The load profile poll rate is configured via ET34. This determines how often M-Bus devices will be read for load profile
purposes. A value of 0 means there is no limit on the polling, and the poll rate is determined by the load profile interval
duration. Thisis an approximation, as M-Bus reads may not occur at an exact interval and retries can vary the spacing.
The reason for needing a separate poll rate for M-Bus devices (instead of using the load profile interval duration) is that
reading them too frequently could be adrain on their batteries. For intervals that do not require a poll, the channel is
stuffed with O and the extended status may be marked using a value of 4 (" Skipped") if the OSGP device is configured
to use this status. Otherwise, the statusis 0. Polls only occur when the number of minutesin the day modulo the poll
rateis O, or if itisthe last interval of the day.

8.5.2.3 Time Stamping

There are two possible behaviours of the M-Bus device. One is that the device returns instantaneous val ues, and the
other isthat it returns an hourly read. In the latter case, the hourly read should be accompanied by atime stamp. If itis,
then the OSGP device will check the time stamp to make sureit is current. The OSGP device will determine the time
stamp definition using an MDT entry and bit offset definitionsin ET34. For example, if the M-Bus device reports a
time stamp in its self read using the full date/time format, then ET57 would contain 06 6D as the DRH, the hour locator
would be 17/5, and the minute locator would be 9/6. Note that if there is no time stamp in the self-read, the OSGP
device will not manufacture one, even if thereis aload profile source ID specifying time. The day and invalid time
fieldsin the time stamp are ignored.

If the locator bit count is 0, then adefault locator is used as follows:
e  4-bytevalue (hour: 9/5; minute: 1/6).

. 6-byte value (hour: 17/5; minute: 9/6).

ETSI



37 ETSI GS OSG 001 V1.1.1 (2012-01)

For example, if the M-Bus device is slow and we initiate the hourly read at 9:00:00, then the M-Bus device could return
an hourly read with atime stamp of 8:00:00, the same as an hour before. In this case, the OSGP device will repeat the
read again every N (configurable) seconds until the time changes up to N (configurable) times. To reduce the chance of
this occurring, the M-Bus device will not be read exactly on the hour but instead N (configurable) seconds after the
hour. This should allow the M-Bus device to be ready for the read most of the time assuming time sync is configured
for it.

If a"current” read cannot be made within the above parameters, then whatever value islast read is placed in the LP with
an extended status of "not current”. Note that if the OSGP device fails to respond on the last attempt, the value will be O
and the status will be marked as 15.

85.3 Load Profile Unread Entries Alarm

An aarm defined in BTO3 indicates that at least one complete unread block is available. Note that the device shall
increment the unread count as soon as any valid intervals are placed into a block. The flag shall not be set until the
block is complete (all intervals are set or the next block has been created, e.g. due to stuffing or other time change). This
alarm shall be self clearing. That is, the device shall clear the alarm as soon as there are no complete unread entries.
Note that the unread count is decremented from oldest to newest. That is, if the unread count is 3 and there is one partial
block and the unread count is decremented by 2, then that leaves the unread count at one with one partial block so the
flag will clear.

8.6 Self-Test (Alarms, Error Codes) (optional)

The device may periodically perform self tests and setflags to indicate when alarm conditions are detected. Self tests
will not clear any alarmsif the alarm condition no longer persists. It is the responsibility of the Data Concentrator (or
other mechanism e.g. optical reader) to clear the necessary alarms. BT03 contains flags for the possible alarm
conditions, and ET22 defines which error codes will be be shown on the display. Some self-tests are performed
periodically (every second, minute, hour, daily or weekly), some self tests are performed on power up only, while other
self tests are performed on request. BT03 documents the period at which alarms are checked.

8.7 Pulse Inputs (optional)

The device can collect pulse data from pulse output devices, such as gas and water meters, and transmit the collected
data to the Data Concentrator. Tamper alarm monitoring for each pulse output deviceis also included. Pulse data
collection is an optional item. Pulse input data collected from channel one and channel two will be stored in separate
billing registers and incremented after a valid pulse has been detected. Both pulse count channels can be selected for
load profiling. The pulse devices can be configured via ET06.

8.8 Power Quality (optional)

8.8.1 Functional Description

The device may monitor various parameters for power quality. All power quality recordings are stored in ET09 unless
stated otherwise below. Power quality events can be read by the Data Concentrator, and can also be read directly from
the OSGP device viathe optical port. When a power quality event occurs, the status shall return to normal for at least 1
second for another power quality event to be recorded. The OSGP device provides power quality measurements for the
following:

e Voltage (RMS) dip (under voltage): Records the number of voltage dip occurrences on any one phase. A
voltage dip shall last continuously for the time set in the OSGP device Dip/Swell Duration Threshold to be
recorded as an event. The threshold that determinesif avoltage dip is recorded is configurable as a percentage
below the factory-rated voltage. The threshold rangeis 1 % to 99 %. The lowest voltage that occurred during
the most recent sag (after the duration threshold is met) is recorded, as well as the date and time that the lowest
recorded voltage occurred.

The user-configurable Sag/Swell Duration Threshold sets the number of seconds that a voltage sag or swell
shall be sustained to be recorded as an event. A setting of O (zero) forces the recording of every detected event.
Therangeis 0 seconds to 15,555 seconds.

ETSI



38 ETSI GS OSG 001 V1.1.1 (2012-01)

Voltage (RM S) swell (over voltage): Records the number of voltage swell occurrences on any one phase. A
voltage swell shall last continuously for the time set in the OSGP device Sag/Swell Duration Threshold to be
recorded as an event. The threshold that determinesif avoltage swell isrecorded is configurable asa
percentage above the factory-rated voltage. The threshold range is 1 % to 99 %. The highest voltage that
occurred during the most recent swell (after the duration threshold is met) is recorded, as well as the date and
time that the highest recorded voltage occurred.

Over-current (RMS): Records the number of over-current events on any one phase. The over-current
condition shall last continuously for 10 seconds to be recorded as an event. The threshold that determinesif an
over-current condition is recorded is configurable as a percentage over reference current which defaults to the
rated current of the OSGP device. The reference current is the OSGP device's maximum current by default,
unless configured otherwise. The over-current analysisis designed to detect uses above a reference level or
within reason above the maximum current rating of the OSGP device. It is not designed for detecting and
recording instances of high amperage current surges.

Power outages: Records the duration, power on date and time, and power off date/time of the last 10 long
power outages, as well as a count of al short power outages. The voltage applied to the OSGP device shall be
below the Power Outage Detection Threshold, and last longer than the time (in seconds) set in the user-
configurable Long Power Outage Duration Threshold for along power outage event to be recorded. The
Power Outage Detection Threshold defaultsto 72 % of the rated voltage (this value can be modified in
factory). When the rated voltage being applied to the OSGP device drops below that value on all phases, it is
considered a power outage.

The range of the Long Power Outage Time Threshold is 0 seconds to 65,535 seconds. Power outages that are
shorter than the Long Power Outage Time Threshold, but at least 250 ms (approximately), are counted as short
power outages. If the Long Power Outage Duration Threshold is set to O (zero), then the duration and date/time
of every power outage event longer than approximately 250 msis recorded as along power outage, with
complete records for the last 10 long outages. In this case, the short outage count is never incremented.

Frequency: The frequency is constantly monitored (except for the first 1 secondsto 2 seconds after power-up)
and the maximum and minimum values, since last reset, are recorded along with the time of the event.

Phase loss: Records the number of phase 10ss occurrences on any one phase as well as the date and time of the
last occurrence. Voltage (RMS) drop on any phase below the internal phase loss level for a sustained duration
of 10 seconds (by default) is considered a phase loss. The internal phase loss level is set to approximately

61 % of the rated voltage by default, although this figure is user-configurable via ET04.

The duration that a phase loss shall last before it will be recorded in the event log is also user-configurable.
This can be configured via ET55.

Since this event may affect the accuracy of the OSGP device, energy accumulation is automatically
reconfigured to exclude the lost phase. A phase loss error message can be shown on the display if configured
by the user. Phase loss al so causes a diagnostic code to be activated.

Total harmonic distortion (THD): Records three types of total harmonic distortion: voltage total harmonic
distortion (V-THD), current total harmonic distortion (I-THD) and apparent total harmonic distortion
(VA-THD). THD isaratio of the voltage or current at harmonic frequencies to the voltage or current at the
fundamental frequency for the OSGP device, expressed as a percentage.

The OSGP device updates the THD values every 10 seconds. THD measurements can be recorded in the
OSGP device event log. Y ou can specify the duration that a THD condition shall exist for beforeit is recorded
asaTHD event in the event log. Y ou can also specify the percentage each THD level shall reach in order for it
to be recorded as a THD event. The THD thresholds should be configured carefully to ensure that the event log
contains only events of interest.

If these settings have been configured (and the THD events have been enabled in the event log), the THD State
Changed event will be logged whenever a THD value exceeds the specified threshold for the specified
duration. Another THD State Changed event will be logged when THD falls below the threshold. Events
containing the maximum THD value and the average THD value for that time period will also be logged (if
they are enabled in the event log). The maximum THD value is the maximum over that period. The average
THD isan average THD over that period and the period itself may vary.

THD calculations can be performed using the standard defined in IEC 61000-4-7 [i.3], or using the RMS
method. Thisis configurable via ET55.
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8.9 Display (optional)

Each device may contain display with several programmable features. A device with adisplay can display up to

30 numeric value items, which are chosen from data sources including the available total and tariff energy
measurements, as well astime, date, and prepay energy credit remaining. The display scrolls through each item, with a
programmable scroll-time for each item of 6 seconds to 15 seconds. The scroll-time is the time that the value is shown
on the display before scrolling to the next item. Each item has a unique programmable 4-character 1D code that is
displayed along with the value item.

The following clauses describe the tables that can be used to configure the display.

8.9.1 Display Sources List (optional)

BT33 defines the items to be included in the present display list by source number and category. The 2-byte display list
source number consists of a high byte and low byte. The high byte indicates the display list category. The low byte
indicates the measurement source number.

Thefollowing isalist of categories (high byte of display list source #) and associated source |Ds (low byte of display
list source #) to define adisplay sourceitem asit is entered into BT33.

Table 5
Display List Category | High Byte Value Low byte Description and Location of
Bits 3..7 Bits 0..2 value low-byte measurement ID
Summation Totals and 0 0 0..BT10.7 |BT16 describes the list of items to display (Item 73 to 80
Tiers and Present are not supported by display).
Values
0 1 2.11 Date/time of max demand 1, total and 4 tariffs:
2 = Date of total.
3 = Time of total.
4 = Date of tariff O.
5 = Time of tariff 0.
0 1 12..21 Date/time of max demand 2, total and 4 tariffs.
0 1 22..31 Date/ time of max demand 3, total and 4 tariffs.
0 1 32..41 Date/ time of max demand 4, total and 4 tariffs.
0 1 42.51 Date/ time of max demand 5, total and 4 tariffs.
0 1 52..61 Date/ time of max demand 6, total and 4 tariffs.
0 1 62..71 Date/time of max demand 7, total and 4 tariffs.
0 1 72..81 Date/ time of max demand 8, total and 4 tariffs.
Self-Read Data 1 0 0.. BT10.7 |Latest self-read data set. This includes monthly billing
(BT23 data, totals and tiers, no present values, no previous
values only) |demand values.
1 1 0.1 0 = Latest self-read date.
1 = Latest self-read time.
1 1 2.11 Date/time of max demand 1, total and 4 tariffs
2 = Date of total.
3 = Time of total.
4 = Date of tariff O.
5 = Time of tariff 0.
1 1 12..21 Date/time of max demand 2, total and 4 tariffs.
1 1 22..31 Date/time of max demand 3, total and 4 tariffs.
1 1 32..41 Date/time of max demand 4, total and 4 tariffs.
1 1 42.51 Date/time of max demand 5, total and 4 tariffs.
1 1 52..61 Date/time of max demand 6, total and 4 tariffs.
1 1 62..71 Date/time of max demand 7, total and 4 tariffs.
1 1 72..81 Date/time of max demand 8, total and 4 tariffs.
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Display List Category | High Byte Value Low byte Description and Location of
Bits 3..7 Bits 0..2 value low-byte measurement ID
One Time Read Data 1 2 0.. BT10.7 |Latest OSGP device one time read data set. This
(BT23 includes billing data, totals and tiers, no present values,
values only) |and no previous demand values.
1 3 0.1 0 = Latest one time read date.
1 = Latest one time read time.
1 3 2.11 Date/time of max demand 1, total and 4 tariffs:
2 = Date of total.
3 = Time of total.
4 = Date of tariff O.
5 = Time of tariff 0.

1 3 12..21 Date/time of max demand 2, total and 4 tariffs.

1 3 22..31 Date/time of max demand 3, total and 4 tariffs.

1 3 32..41 Date/time of max demand 4, total and 4 tariffs.

1 3 42.51 Date/time of max demand 5, total and 4 tariffs.

1 3 52..61 Date/time of max demand 6, total and 4 tariffs.

1 3 62..71 Date/time of max demand 7, total and 4 tariffs.

1 3 72..81 Date/time of max demand 8, total and 4 tariffs.

Historical Demand 1 4 0.. BT10.7 |Latest demand reset entry. This includes billing data,
Reset Data (BT23 totals and tiers, no present values, no previous demand
values only) |values.

1 5 0.1 0 = Latest demand reset date.

1 = Latest demand reset time.
1 5 2.11 Date/time of max demand 1, total and 4 tariffs:
2 = Date of total.
3 = Time of total.
4 = Date of tariff 0.
5 = Time of tariff 0.

1 5 12..21 Date/time of max demand 2, total and 4 tariffs.

1 5 22..31 Date/time of max demand 3, total and 4 tariffs

1 5 32..41 Date/time of max demand 4, total and 4 tariffs.

1 5 42.51 Date/time of max demand 5, total and 4 tariffs.

1 5 52..61 Date/time of max demand 6, total and 4 tariffs.

1 5 62..71 Date/time of max demand 7, total and 4 tariffs.

1 5 72..81 Date/time of max demand 8, total and 4 tariffs.

Date / Time 4 0 0..1 0= Present local date, 1= present local time.
Miscellaneous 5 0 0 Prepay total credit remaining.

5 0 1 Prepay emergency credit remaining.

5 0 2 Disconnect active maximum power limit. This will use the
primary or secondary maximum power threshold defined
in ETO5 (whichever is active at the moment).

5 0 3 Disconnect active maximum power limit. This will use the
primary or secondary maximum current threshold
defined in ETO5 (whichever is active at the moment).

5 1 0 Current TOU calendar ID.

5 1 1 CT ratio multiplier, which is the "Ratio F" field in BT15.

5 1 2 CT ratio multiplier, which is the "Ratio P" field in BT15.

5 1 3 Relay Control ID.

5 1 4 CT ratio actual. This is the calculated ratio based on the
configured transformer secondary rated current.

5 2 0 Firmware version number.

5 3 0 Number of demand resets.

5 3 1 Demand sub-interval in minutes.

5 3 2 Demand interval in minutes.

5 3 3 Load profile interval time between log records in
minutes.

Self-Read Data 6..28 0 0.. BT10.7 |Earliest 23 self-read data sets:
(BT23 6 = Most recent data set before the current one.
values only) |28 = Earliest.
6..28 1 0.1 0 = Date of corresponding self-read data set.
1 = Time of corresponding self-read data set.
OSGP device One 6..28 2 0.. BT10.7 |Earliest 23 one time read data sets:
Time Read Data (BT23 6 = Most recent data set before the current one.
values only) |28 = Earliest.
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Display List Category | High Byte Value Low byte Description and Location of
Bits 3..7 Bits 0..2 value low-byte measurement ID
6..28 3 0.1 0 = Date of corresponding OSGP device one time read
data set.
1 = Time of corresponding OSGP device one time read
data set.
Historical Demand 6..16 4 0.. BT10.7 |Earliest 11 demand reset data sets:
Reset Data (BT23 6 = Most recent data set before the current one.
values only) |11 = Earliest.
6..16 5 0.1 0 = Date of corresponding demand reset entry
1 = Time of corresponding demand reset entry
6..16 5 2.11 Date/time of max demand 1, total and 4 tariffs:

2 = Date of total.
3 = Time of total.
4 = Date of tariff 0.
5 = Time of tariff 0.

6..16 5 12..21 Date/time of max demand 2, total and 4 tariffs.
6..16 5 22..31 Date/time of max demand 3, total and 4 tariffs.
6..16 5 32..41 Date/time of max demand 4, total and 4 tariffs.
6..16 5 42.51 Date/time of max demand 5, total and 4 tariffs.
6..16 5 52..61 Date/time of max demand 6, total and 4 tariffs.
6..16 5 62..71 Date/time of max demand 7, total and 4 tariffs.
6..16 5 72..81 Date/time of max demand 8, total and 4 tariffs.

BT33 also controls the duration, in seconds, that each item in the display list will be shown on the display. It dsois
used to define the order in which items are to be displayed. The display list isacircular list with the end of the list being
shown with al segments on the display lit. Each item in the display list will be displayed for 6 seconds to 15 seconds, as
configured in BT 33. Note that this display duration can also be set to 0, which will fixate the display on the item
currently displaying until the OSGP device push button is pushed to advance to the next display list item.

8.9.2 Display Configuration (optional)

ETO7 alows the user to define how the items in the display list will be displayed, including the ID code, the number of
digitsto display, whether leading zeros will be displayed or not, the active and inactive features indicated by the name
plate, and the decimal point configuration associated with each item on the display list. The user may also set whether
or not the all segments on is displayed after the display list has completed its cycle. The user may configure the display
format for the OSGP device date format (DDMMYYYY, MMDDYYYY, YYYYMMDD, YYYYDDMM). You can
enable or disable display of the OSGP device's firmware version and present tariff from this table.

8.9.3 Error Codes Configuration (optional)

ET22 allows the user to define which alarms may be configured as scrolling errors that will be displayed as the last item
inthe display list or locking errorsthat will lock the normal display regardless of position in display list and will display
the errorsin two screens with an error code for each screen (one for the locking error, one for scrolling errors).

8.9.4 Simulated Wheel Rotation Configuration (optional)

ETOL1 allows the user to configure the rate of rotation for optional simulated mechanical wheel on the display. The
simulated wheel is an optional visual indicator for the relative rate of energy consumption measured by the OSGP
device.

8.9.5 Disconnect Configuration (optional]

ETO5 allows the user to configure text that will be displayed explaining why the load disconnect contactor was opened.
The 4 digit ID code that will be displayed while the disconnect open text is shown is also configurable viaETO05. The
behavior of the Disconnect Open icon is aso configurable via ET05. The disconnect icon will turn on when thereis no
load side voltage (because the disconnect is open and there is no load side generator). A user can aso configure the icon
to flash, depending on whether the load disconnect contactor islocked open. Theicon is not shown when the load
disconnect contact is closed, or there is aload side generator.
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8.9.6 CT and VT Ratios (optional)

BT15 allows the user to configure how the devices CT and VT ratios will be displayed. These ratios can be displayed as
an industry standard method where aratio X : Y is displayed representing the primary transformer rated current : the
secondary transformer rated current, or as the multiplier value that the ratio corresponds to (e.g. aratio of 40:5 would be
displayed as 8.

8.9.7 Firmware Version on Power-Up (optional)

ETO7 allows the use to configure the OSGP device to display the firmware version currently running in the OSGP
device on power-up. Y ou can configure the OSGP device to display its firmware version for 1 seconds to 15 seconds on
power-up, if desired.

8.9.8 PLC signal quality Icons (optional)

The device may have indicators on its display to show PLC traffic detection and received-message quality. The signal
strength thresholds that trigger these icons are specified via ET55.14 for non-ATM traffic. For ATM discovery queries,
theinitiator can specify the signal strength threshold via the query message. If thisis not provided by the initiator, then
the non-ATM value specified in ET55.14 is used.

8.9.9 Scheduled Display Messages (optional)

ET55 may be used to configure preset messages to be shown on the device's display. The "Scheduled Display Message
Text" field defines this message, which can include up to 4 characters that will be shown on the display. Y ou can
configure the date/time at which the preset message will be displayed, and the date/time at which the preset message
will be removed from the display. If the configured start date/time is earlier than current time, the preset message will
be displayed immediately. If the device is powered down at the date/time the preset message is scheduled to appear, and
the end date/time has not passed when the devices powers back on, the preset message will be displayed until the end
date/time has passed.

The scrolling display will be suspended while the message is on display, and will resume as soon as the message has
been removed. However, the preset message can be configured so that a user can manually override the preset message
(i.e. remove it from the display and resume the scrolling display schedule) by pressing the push button to the left of the
OSGP device display. If you want to ensure that the message is displayed for the configured amount of time, you should
make sure to disable the manual override option.

8.10 Load Disconnect Contactor (optional)

The device may contain up to two internal control outputs that can be used to control two independent devices. The
primary control output shall be the load disconnect contactor used to control a circuit disconnect that controls the load
to the customer. It can be programmed for use via several different automatic and manual applications:

. Maximum Power and Current Level Thresholds. The OSGP device contains a series of settings that
establish a maximum power (or current) level threshold. When the OSGP device detects this level of power (or
current), it indicates that the OSGP device has reached its trip point, and the OSGP device will automatically
turn off (trip) the load disconnect contactor.

. Prepaid M etering: The OSGP device will automatically turn off the load disconnect contactor once the credit
level in energy has gone to zero in a prepaid metering installation. The OSGP device reduces the amount of
remaining credit based on energy usage and tariff level as time goes by.

Once the prepay credit is exhausted (has reached zero), the OSGP device can either be configured to turn off
the load disconnect or to switch into Maximum Power mode (to avoid complete power shutoff at the
premises). When switching to Maximum Power mode is selected, the Power Threshold on Exhausted Credit
value (in watts) setting is used to determine the active power level setting, in watts, at which the load
disconnect turns off when prepay credit is exhausted (goes to 0). The Maximum Prepay Power Duration
Threshold value programmed into the OSGP device is used to determine the number of minutes that the Power
Threshold on Exhausted Credit setting shall be continuously met or exceeded for the load disconnect to turn
off when prepay credit is exhausted. Normal operation resumes when the prepay credit valueis increased to
above zero.
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. Local Control: Local manual control of the load disconnect contactor viathe disconnect push button.
. Remote Control: Remote manual control of the load disconnect contactor.

The following clauses describe how each of these applications can be programmed. Most of these settings are
configurable via ET05.

8.10.1 Maximum Power and Current Level Thresholds

The device contains a series of settings that establish a maximum power level threshold. When the OSGP device detects
thislevel of power on theline, it indicates that excessive power isin use and the OSGP device will automatically shut
off (trip) the load disconnect contactor. After an excessive power condition trips the load disconnect contactor in this
fashion, you can manually reset the load disconnect contactor. If the power level threshold is till exceeded after manual
re-latching, the load disconnect will shut off again within a minute. This feature isintended primarily to limit consumer
power usage, and is not to be used as the system safety over-current protection.

Y ou can configure the OSGP device to use current measurements, instead of power measurements, to determine when
excessive power isin use and the OSGP device should shut off the load disconnect contactor. The OSGP device will
use power measurements by default.

The following clauses describe how to configure the OSGP device's maximum power and current level thresholds.

8.10.1.1 Changing the Device's Maximum Power Level Threshold
In order to set the maximum power level threshold for the OSGP device, you need to configure the following settings:

. Maximum Power Level Thresholds. The OSGP device may contain both a Primary Power Level Threshold
and a Secondary Power Level Threshold value. The OSGP device can be programmed to use either value to
determine when excessive power isin use and the load disconnect contactor should be shut off. The values of
these fields can be configured via ET05 "Control Output Settings'.

Only one of the threshold values will be in use at any given time, and the OSGP device will use the Primary
Maximum Power Level Threshold by default. However, you can switch to the Secondary Maximum Power
Level Threshold (and back) by calling EP22 " Switch Maximum Power or Current Level".

The "Active Power or Current Level" field in ET30 "Maximum Power or Current Level Control" indicates
whether the primary or secondary threshold is presently in use.

. Maximum Power Duration Thresholds: The OSGP device also contains both a Primary Maximum Power
Duration Threshold and a Secondary Maximum Power Duration Threshold value. The Primary Maximum
Power Duration Threshold is used when the Primary Power Level Threshold value isin use, and the Secondary
Maximum Power Duration Threshold is used when the Secondary Power Level Threshold isin use.

These fields set the duration that the associated Maximum Power Level Threshold shall be continuously met or
exceeded before the load disconnect contactor will be shut off. When the power drops below the power level
threshold before thisinterval expires, the duration is reset and starts counting again from zero when the power
exceeds the level threshold again. When the duration threshold is set to O, the load disconnect contactor will
turn off immediately when the maximum power level threshold is reached. The range is O to approximately
260 minutes. These fields can be configured via ETO05.

. Power Level to Measure: You can aso choose how the OSGP device will calculate the current power level
when checking it against the maximum power level threshold:

- Forward energy (Fwd Active [W] L1+L2+L3).

Forward + reverse energy (Fwd+Rev Active [W] L1+L2+L3).
- Forward - reverse active energy (Fwd-Rev Active [W] L1+L2+L3).

The calculation method to be used is set via EP42 " Control Output Settings'.

ETSI



44 ETSI GS OSG 001 V1.1.1 (2012-01)

8.10.1.2 Changing the Device's Maximum Current Level Threshold

If you want the OSGP device to use current measurements, instead of power measurements, to determine when
excessive power isin use and the OSGP device should shut off the load disconnect contactor, you shall configure the
settings below:

. Maximum Current Level Thresholds: The OSGP device contains both a Primary Current Level Threshold
and a Secondary Current Level Threshold value, both of which shall be entered in Amperes. The OSGP device
can be programmed to use either value to determine when excessive power isin use and the load disconnect
contactor should be shut off. The values of these fields can be configured via ET05 " Control Output Settings®.

Only one of the threshold values will bein use at any given time, and the OSGP device will use the Primary
Maximum Current Level Threshold by default. The device can switch to the Secondary Maximum Current
Level Threshold (and back) by calling EP22 " Switch Maximum Power or Current Level".

The"Active Power or Current Level" field in ET30 "Maximum Power or Current Level Control" indicates
whether the primary or secondary threshold is presently in use.

. Maximum Current Duration Thresholds: The OSGP device aso contains both a Primary Maximum
Current Duration Threshold and a Secondary Maximum Current Duration Threshold value. The Primary
Maximum Current Duration Threshold is used when the Primary Current Level Threshold valueisin use, and
the Secondary Maximum Current Duration Threshold is used when the Secondary Current Level Threshold is
inuse.

These fields set the duration that the associated Maximum Current Level Threshold shall be continuously met
or exceeded before the load disconnect contactor reaches its trip point and shuts off. When the current drops
below the threshold before this interval expires, the duration is reset and starts counting again from zero when
the current exceeds the level threshold again. When the duration threshold is set to 0, the load disconnect
contactor will turn off immediately when the maximum current level threshold is reached. The range is any
interval up to approximately 260 minutes. These fields can be configured via ET05.

. Disconnect Trip Point Current Source: Y ou can specify how the OSGP device will measure the active
current by specifying the source to use when measuring current (i.e. Forward Current, Forward + Reverse
Current, Forward - Reverse Current), and whether the current should be measured per phase, or as a sum of al
phases. Y ou can establish which calculation method will be used by calling EP42 " Control Output Settings'.

8.10.1.3 Choosing Power or Current (optional)

By default, the OSGP device will use power measurements to determine when the load disconnect contactor has
reached its trip point and should be shut off. EP42 " Control Output Settings" is used to switch from power
measurements to current measurements, and vice versa.

NOTE: The"Disconnect Control Type" field in ET46 "Control Output Read-Only Data" may indicate whether
the OSGP device is presently using power or current measurements to determine when the load
disconnect contactor has reached itstrip point.

8.10.2 Prepaid Metering (optional)

The device will automatically turn off the load disconnect contactor once the credit level in energy has gone to zero in a
prepaid metering installation. The OSGP device reduces the amount of remaining credit based on energy usage and
tariff level astime goes by.

Once the prepay credit is exhausted (has reached zero), the OSGP device can either be configured to turn off the load
disconnect or to switch into Maximum Power mode (to avoid complete power shutoff at the premises). When switching
to Maximum Power mode is selected, the Power Threshold on Exhausted Credit value (in watts) setting is used to
determine the active power level setting, in watts, at which the load disconnect turns off when prepay credit is
exhausted (goes to 0). The Maximum Prepay Power Duration Threshold val ue programmed into the OSGP deviceis
used to determine the number of minutes that the Power Threshold on Exhausted Credit setting shall be continuously
met or exceeded for the load disconnect to turn off when prepay credit is exhausted. Normal operation resumes when
the prepay credit value isincreased to above zero.
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The prepay control settings can be configured via ET05:
e  The prepay control settings can be enabled or disabled by writing the "Enable Prepay" field.

. The "Prepay Total Credit” field indicates the active energy credit (in Wh) remaining. The rate at which prepaid
credit is deducted is determined by the "Prepay Tariff X Rate" fieldsin ETO05, where X represents the tariff the
field appliesto (e.g. "Prepay Tariff 1 Rate" establishes the rate for tariff 1).

e When no credit isleft, either or the emergency credit or maximum power (or both) will be checked based on
configuration. The emergency credit and maximum power checks can be enabled or disabled by writing the
"Enable Prepay Emergency Credit" and/or "Enable Prepay + Max Power Option” fieldsin ETO05.

If neither of these options is enabled, the load disconnect contactor will shall shut off immediately when
prepaid credit runs out.

. If the maximum power check is enabled, the maximum power at which the load disconnect contactor will turn
off after prepaid credit runs out can be established by writing the "Prepay Power Threshold" field. Note that
the "Prepay Power Time Threshold" field in ETO5 establishes a duration for which the threshold shall be met
before the load disconnect contactor will be tripped.

. If enabled, emergency prepay credit can be added via EP21. The maximum emergency credit that can be added
isdictated by the "Maximum Prepay Total Emergency Credit” field.

8.10.3 Local Manual Control (optional)

Manual opening of the load disconnect contactor can be enabled or disabled. When configured to be disabled, the
OSGP device will not respond if the consumer attempts to open or close the load disconnect contactor manually.
Manual operation of the load disconnect contactor can be enabled or disabled by writing the " Disable Manual
Disconnect Open" field in ET05. Note that when the load disconnect contactor is manually opened or closed, the push
button shall be pressed (or the lever held) for the duration indicated by the "Minimum Disconnect Switch Hold Time" in
ETO5 for the change to take effect.

8.10.4 Load Contactor Remote Control (optional)

EP23 can be used to close the load disconnect contactor remotely. Upon execution of this procedure, the load
disconnect contactor will close immediately. There are several OSGP device fields that can be configured to prevent
execution of EP23:

e  The"Enable Remote Disconnect Closed" field in ET05 can be set to prevent remote closing of the load
disconnect contactor.

. The "Reject EP23 If Manually Opened” field in ET05 can be set to prevent remote closing of the load
disconnect contactor after it has been opened manually.

e  The"Regect Disconnect Close LSV" field in ETO5 can be set to prevent remote closing of the load disconnect
contactor when load side voltage is present.

e The"HW Options' field in ET29 has afield that can be used to disable the load disconnect contactor. In this
case, the OSGP device will operate as if no disconnect is present. All ET05 configurationswill remain
unchanged but the disconnect-related settings would no longer be processed. Manual disconnect operation will
be ignored. Remote disconnect operation via EP02 as well as EP21 will return result code 3 (procedure
conflicts with current device setup).

8.11  Control Relay (optional)

One optional control relay can operate an external low current device, such as a contactor coil, which in turn can control
alarger amperage device. The open or closed state of the control relay i